Secure File Access System App
1) Background/ Problem Statement

The information age has shrunk the world by ushering in an era of connection. Today, almost anyone can effortlessly and instantaneously share files across the globe. Every other day, we hear about data breaches and user information being compromised. The importance of a secure channel for file-sharing cannot be understated.
The Secure File Access app is made up of two parties: the administrator and the user. The admin can use this application to upload and manage files in the application's database. AES is an encryption algorithm, the file is encrypted using AES, so the file cannot be opened by anyone unless it is decrypted back using the same Key. The file is uploaded to the server then.

. The administrator can control who has access to the files. The user can only see or download the file if the admin allows it. Furthermore, the administrator may keep track of which users have accessed the files.

The application supports a variety of file types, including jpg, word documents, and PDFs. The admin can use this application to upload and manage files in the application's database

2) Working of the Project
This system is a comprehensive bundle of Secure File Access. There are two users in this project, one is an administrator and the other is a user. The administrator can manage users, files, reports, etc. the file is encrypted using AES and the user may only download the file if he or she has access to it. Admin has the ability to grant and remove file access permissions. 

The file structure list is based on the Directory. The file may be accessible in PDF, Word, jpg, or any other format that the admin has submitted. The user may view the file information after selecting it. 
Filename, size, description, and encryption time are examples of such information. All users' Checked and Downloaded files are visible to Admin. The system displays a graph and a list of the files' encryption times. The user can alter their profile and change their password.

3) Advantages

a. Admin has only access to maintain files & store them in the database.  

b. The file is encrypted using AES, so the file cannot be opened by anyone unless it is decrypted back using the same Key.

c. User can only Check or Download the file if he/she has access.

4) System Description

The system comprises 2 major modules with their sub-modules as follows:

1. Admin:

· Login: Admin can log in to his account user id and password.

· Members: Admin can view all the users, and can view logs of

Files Checked/Downloaded by the users.  

· Manage Files: Admin can manage all the file access and allow access to the users.

2. User:

· Login: The user can log in with an Email Id and Password.

· Profile
· View and update profile

· Change Password
· Directory:  User can view file directory. He / She can check and download, If he/she has access.

5) Project Life Cycle


The waterfall model is a classical model used in the system development life cycle to create a system with a linear and sequential approach. It is termed a waterfall because the model develops systematically from one phase to another in a downward fashion. The waterfall approach does not define the process to go back to the previous phase to handle changes in requirements. The waterfall approach is the earliest approach that was used for software development
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6) System Requirements

I. Hardware Requirement

i. Laptop or PC
· Windows 7 or higher

· I3 processor system or higher
· 4 GB RAM or higher
· 100 GB ROM or higher
ii. Android Phone (6.0 and above)

II. Software Requirement

iii. Laptop or PC

· Android Studio
7) Limitation/Disadvantages

· Wrong inputs will affect the project outputs.

· Internet Connection is mandatory.

· Membership cannot be cancelled.
8) Application 

This system is a complete package of Secure File Access. Admin can Manage users, Files, Reports, etc., and users can only download the file if they have access to that file.
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