Android Based Image Steganography
1) Background/ Problem Statement

Maintaining confidentiality is an important and inevitable aspect of cyberspace. Here comes the importance of information hiding. Steganography is the concept of concealing a secret file within another nonsecret and normal-looking file. The word steganography originated from the Greek term “Steganographia”, which integrates the words “steganos” which means "covered or concealed", and “graphia” which means "writing". Steganography is really a useful concept for maintaining the security principles like confidentiality and authentication.
Our Android-Based Image Steganography is a simple android system that implements the steganography concept. In this project, image steganography is used so that a text message can be hidden securely in an image. The system is good at effective information hiding and secret communication while maintaining Confidentiality and Authentication.
2) Working of the Project

Our Android-Based Image Steganography comprises 1 module: User.
The user will have the access to encode as well as decode secret messages. The user would require to register first to log in. After registering successfully, the user can log into the system. The user can add a process to the process list by uploading the image, entering the text message, choosing the encryption type and entering the key. Two encryption types are being used here -  AES (Advanced Encryption Standard) and DES (Data Encryption Standard). The user can also delete any process if they want. They can share the process ID or the encrypted image with other users. 
There are two methods of decoding shared messages. If a process is being shared, the user would require to enter the process ID and its key. If an image is being shared, the user would require to upload the image and enter its key.
In this project, the front end involves XML and the back end involves MSSQL. The programming language is JAVA. The IDE used is Android Studio.

3) Advantages
· The system is easy to maintain.
· It is user-friendly.

· Secret messages are difficult to detect.

· The messages can only be detected by the desirous receiver.

· Provides better security in sharing private information.

· Along with hiding secret information, Steganography also conceals the communicating parties.

4) System Description
The system comprises 1 major module with their sub-modules as follows:

· User

● Register:

· The user would require to register first to log in.

● Login:

· After registering successfully, the user can log in using their credentials.

● Process List:

· The user can view the process list.

· They can add a number of processes by entering the
· Image

· Message

· Encryption Type

· Key

· The user can delete any process if they want.

· They can share the process ID or Image.

● Decode Process:

There are 2 methods of Decoding the message:
1. Process Id:

· The user can enter the process ID & key to read the message.
2. Image

· The user can upload the image & key to read the message.
5) Project Life Cycle

The waterfall model is a classical model used in the system development life cycle to create a system with a linear and sequential approach. It is termed a waterfall because the model develops systematically from one phase to another in a downward fashion. The waterfall approach does not define the process to go back to the previous phase to handle changes in requirements. The waterfall approach is the earliest approach that was used for software development.
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6) System Requirements
I. Hardware Requirement

i. Laptop or PC
· Windows 7 or higher

· I3 processor system or higher
· 8 GB RAM or higher
· 100 GB ROM or higher
ii. Android Phone (6.0 and above)

II. Software Requirement

iii. Laptop or PC

· Android Studio
· Azure Data Studio 
7) Limitations/Disadvantages
· Sometimes, the system faces issues in detecting the message correctly.
8) Application 
· Our Android Based Image Steganography system is developed to facilitate secure secret communication without generating unnecessary curiosity.   
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