Mobile Self Encryption Project

This project allows users to store sensitive data on their mobile phones without having to worry about confidentiality even if the mobile is lost. This system is developed so that employees and other mobile users can store and operate on sensitive data on their mobile phones without having to worry of it being leaked. This software project concentrates on securing data on mobile phones by storing it in encrypted form. This data is encrypted with a stream cipher whose key is stored on a server. This system enables the user to store sensitive data on their android mobile phones. System will encrypt the data and store the data online. User can access the system data by login to the system using his user ID and password than the data will be displayed to the user. Other malicious user can’t access the data. Even if malicious user access online database, data will be displayed in encrypted format which is not in understandable format. By using this system user is free from worrying about leakage of his confidential data.  Even if user loses his mobile phone he can access his sensitive data by login to the system using other mobile phone. Since confidential data is stored in encrypted format other malicious would not able to access the data even if he accesses the data he won’t able to understand. This application is used by many people who want to keep their confidential data secretly. This application is a web application developed in android. User can access this system anywhere at any time he just has to use his user ID and password to access the system.
Features:

· User Login: - User will login to the system using his user ID and password.
· Store Data Online: - User will enter confidential data and will submit. This data will be stored in online database in encrypted format.
· Data Retrieval:- User can retrieve his confidential data by login to the system
·  Access from anywhere:- User can access the data even if his mobile phone is lost anywhere at any time.
· Data Remain Secured:- Data stored in database is in encrypted format, so malicious user would not able to understand the data even if hacks the database.
Software Requirements:
· Windows Xp, Windows 7(ultimate, enterprise) 

· Android Development Toolkit(ADT)

· Visual Studio 2010
Hardware Components:
· Processor – i3

· Hard Disk – 5 GB

· Memory – 1GB RAM

· Android device

Advantages:-
· This system provides security to user’s confidential data.

· User can access confidential data anywhere at any time using his user ID and password.

· User can access the data even if his mobile phone is lost anywhere at any time.

· Data stored in database is in encrypted format, so malicious user would not able to understand the data even if hacks the database.
Disadvantages:-
· Any other user knows the user ID and password he can access the system and view the confidential data.
Application:-
This system can be used by many people who need to store the sensitive data in a confidential manner.
