Secured File Sharing Using Access Control
These days Device storage is a major issue for Smart Phone User because we get limited storage which are either covered by multimedia or other apps which lacks space for important stuffs .Security is also a concern for storing Any Important Files or documents In Mobile Phones as . The Data which are stored in Mobile Phones are not safe as it’s not that hard to hack a phone or a virus to destroy it or damage or theft; any situation the user looses the files.  So we present you this system which allows storing your file in an encrypted way on the server. Now the concern is if u need that file to send someone, you will need to download it first and then send it. But this problem is also solved by this system, you can share the file with anyone without downloading it. This is done by sending an SMS to the recipient and then the receiver can get the file by entering the file id and the system does the rest. Here this system uses AES and DES for encrypting the file in 2 halves  and sending the file to the server while the SMS send uses Blow Fish Encryption.
Modules:

a. Registration:
· User need to register first by filling up basic registration details and create a login id and password.
b. Login:
· Using valid login credentials, user can access the below given modules.
c. My Files: 
· User can see all the files he has uploaded
· For user experience there are icons for the files telling what kind of file they are.
d. Add Files:
· User can select any file and then the system divides the files into 2 halves and encrypts one in AES and other in DES and sends to the server.
e. Share File:
· The user can share his file to the contacts those who are registered to the system and an SMS will be sent from the sender’s phone with the file and sender’s details encrypted using BlowFish Algorithm.
f. Delete File:
· The owner of the file has the access to delete the file.
h. Shared File:
· Here the user has to enter the File Id which the sender must share with the receiver and if the SMS and the file id entered the system will give the download option for the user to download the file.
Software Requirements:

· Windows XP, Windows 7(ultimate, enterprise) 

· Android Studio
· Visual Studio

Hardware Components:
· Processor – i3

· Hard Disk – 5 GB

· Memory – 1GB RAM
· Android Phone with Kitkat and higher

Advantages:
· The application keeps the user files safe and secured.

· Application allows user to search for file using File ID.

· Maintains the files in a categorized and in a structured manner.

· Encryption process and storing the files uses 2 encryption modes which makes it more strong and unbreakable.

Disadvantages:

· Requires an active internet connection.
· The user’s device should have certain credit amount on his SIM to share a file.
· The sender should manually send the recipient or receiver the file id.
Applications:

· This application can be used by any person who has a lot of data and needs to be kept it in a secured form and away from his phone and sent it without even physically having it, like a cloud storage and sharing of files.
