Software Piracy Protection
This project is intended to maintain software copyright protection and assures that it is being accessed only by the authenticated users. Piracy has become so prevalent over the Internet that poses a major threat to e-commerce sites. With the help of malicious codes and programs, hackers or an intruder can gain access to the system and steal the information. Hence there arises a need to protect the information and products from being plagiarized. This project is developed for the same purpose to protect the software's ownership of copyright and make transactions securely.
The features of the project are as follows:
· Online registration: Users have to first register themselves into the system.
· Payment for buying software: They have to first buy the software for accessing it via online secure payment facility available in the system.
· Download: After making payment user can now download the respected software. Along with the software, a serial key will be provided to user that he has to save it for later use.
· PC Id Reader: The software reads your pc mac id.
· Product Id Generation: The system generated a unique user id by applying an algorithm on the acquired mac id.
· Key Generation: The user may now request for serial key. He needs to send the user id generated. The key is generated by applying an encryption on generated unique user id
· Data matching And Authentication: Admin applies the encryption to the user id and sends encrypted key. Even software generates key by encryption and then matches key provided by the user and generated key.
· Authentication: If key matches the software works as full version or is locked down.
· Not supported on other PC: Since if same key is applied on software in another pc since user id generated by mac id on another pc is different so the key for that pc will be different.
This Application uses Asp.net as a front-end and sql as the back-end.

Technology Used:
Software Requirements:
· Windows Xp, Windows 7(ultimate, enterprise) 
· Sql 2005
· Visual studio 2008
Hardware Components:
· Processor – i3
· Hard Disk – 5 GB
· Memory – 1GB RAM

Advantages:
· If there would be no protection then anyone could copy and distribute the software and thus steal the copyright ownership.
· If the software gets pirated then it would lead to loss of revenue and can have a detrimental impact on the company thus this system is useful in making revenues.
· No one can copy the software or share as it requires an activation code that is different for each individual.
· Highly robust and secure system.
Disadvantages:
· The process takes a time as admin needs to approve the user by matching all the details.
Applications:
· The system can be used by any online software dealer.
· It can also be used by organizations and business owners to promote their product and at the same time protect their copyright.
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