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Image Forgery Detection
1) Background/ Problem Statement
Following the explosion of social networking services, there has been a monumental increase in the volume of image data. Moreover, the development in image processing software such as Adobe Photoshop has given a rise to doctored images. Such doctored images can be used for malicious purposes such as spreading false information and inciting violence. This image forgery detection project allows users to detect even the slightest signs of forgery in an image. This project is developed using the Django framework with Python as programming language.

2) Working of the Project
step1: We use opencv to read image1(the original image)

step2: We use opencv to read image2(the image to be tested)

step3: Both the images are encoded using md5 hashlib

step4: The encodings are compared, if the images are same then the encodings will also be same and hence no forgery has happened

else forgery has happened

step5: Result is displayed on the admin page
3) Advantages
· Useful to detect doctored images or signs of forgery in photos.

· Easy to use.

· Maintains security by ensuring only Admin can see the results of the image analysis.

4) System Description

The system comprises of 2 major modules with their sub-modules as follows:

Admin:

1) Login-Admin can login into the system using username and password.

2) View user -Admin can view user details.

3) Logout – Admin can logout from the system.

User:

1) Login – User can login into system using username and password and user will have to enter the following important things:

· Original image


· Test Image

2) Register- User can register itself in the system
5) Project Life Cycle

The waterfall model is a classical model used in system development life cycle to create a system with a linear and sequential approach. It is termed as waterfall because the model develops systematically from one phase to another in downward fashion. The waterfall approach does not define the process to go back to the previous phase to handle changes in requirement. The waterfall approach is the earliest approach that was used for software development
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6) System Requirement

· Hardware Requirement:
· Processor –Core i3

· Hard Disk – 160 GB

· Memory – 1GB RAM

· Monitor
· Software Requirement:

· Windows 7 or higher

· Python

· Django framework

· MySQL database

7) Limitation/Disadvantages

· If image is not clear and has a threshold below 40 (in terms of color range and lightning) and higher that 255, then detection will not happen correctly.

· Black and white images must be first converted to color form, which increases the time taken for detection.
8) Application- 
· This web application can be used to check whether an image has been forged or doctored.
9) Reference- 
· en.wikipedia.org
· https://ieeexplore.ieee.org/document/8203904
· https://ieeexplore.ieee.org/abstract/document/9074408/
· https://ieeexplore.ieee.org/abstract/document/9121083
· https://ieeexplore.ieee.org/document/8822064
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