Smart Tender/Contract Management System in Python Using Blockchain

1) Background/ Problem Statement

Nowadays, organizations such as agriculture, healthcare, financial services, and even the government sector have started to implement blockchain. Even so, the tendering sector is incompetent to benefit from this new blockchain technology. If tender management is done wrongfully it may lead to huge losses in case of faulty practices. This may include favouring contractors, improper record maintenance, lack of transparency, hacking, data modification, and other similar issues.

To resolve tender management issues, here we use blockchain technology to make sure that it helps in maintaining security and efficiency. With encryption coupled with indisputable block-based architecture, the transaction management blockchain is fully secured. 

Here, we make use of blockchain technology to secure transaction-based documents along with transactions such as tender documents, applications, bid proposals, company profiles, past records, approving officer details, and rejection details to ensure a completely transparent tendering process.

2) Working of the Project

Administrative activities are managed by handling all forms of tenders, reviewing applications, firm profiles, documentation, and tender approval and rejection. The company is qualified to participate in any open tenders that are available.

After reviewing the tender and considering the tendering specifications, the bidder submits a bid proposal, after which the bidder creates a bid in response to the tender. Any sort of data updates from the company level or admin level in any kind of data, for instance; changes in tender, changes after the application are filed, changes in approval status, and so on, would all be caught as tampering.

Therefore, once submitted, no changes may be made at any level and the result of the evaluation is pushed to the blockchain. The tendering organization will execute the evaluation code on the closing date of the tender and choose the best bid.
3) Advantages
· The Smart Tender Management System lowers the likelihood of third-party manipulation. Furthermore, the absence of a mediator in smart tenders saves money.

· It is encrypted, and cryptography protects all papers from unauthorized access.

· It automates the system using computer protocols, saving hours of time in several business processes.

4) System Description

The system comprises 2 major modules with their sub-modules as follows: 

Admin:
· Login

· Manage Tender

· List of all the tender 

· View / update / delete / Add

· Add Tender

· Update Tender

· Only a few fields which are not very important and likely to have changed can be updated.

· Ongoing Tender

· list of all the tenders which are open for bids/proposals

· list of all the applications received for the tender

· Admin can update the status of the Application (Accept/ Reject/ Shortlist)

· Past Tenders

· List of all the tenders which are closed for bids and like ongoing can view applications & update the status

· View Transactions

· List of tenders & their applications with Manipulation status

· It will indicate if there were any manipulations done without the consent or knowledge of the Admin.

· We will explain the manipulation part at the end of the video

· Company:

· Register

· Login

· Company Profile

· Tenders

· List of all the ongoing tenders which are open for bids

· Company can upload their proposal and participate.

· Change Password

· Let’s go to the admin panel and view the application and change the status

· Let’s go back to the Companies panel

· My Application
· List of my application & Status
5) Project Life Cycle

The waterfall model is a classical model used in the system development life cycle to create a system with a linear and sequential approach. It is termed a waterfall because the model develops systematically from one phase to another in a downward fashion. The waterfall approach does not define the process to go back to the previous phase to handle changes in requirements. The waterfall approach is the earliest approach that was used for software development.
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6) System Requirements
I. Hardware Requirement

i. Laptop or PC
· Windows 7 or higher

· I3 processor system or higher
· 4 GB RAM or higher
· 100 GB ROM or higher
II. Software Requirement

ii. Laptop or PC

· Python

· Sublime text Editor

· XAMP Server

7) Limitation/Disadvantages

· It's nearly impossible to change smart tender processes, and every programming defect becomes time-consuming and costly to fix.

· Even Though tenders contain terms that are not always understood, smart tenders are not always capable of dealing with vague terms and conditions.

8) Application – Smart Tender Management System can be used by any organization to manage their tenders.
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