Security Enhancing System Using Elliptic Curve Cryptography
1) Background/ Problem Statement

With the advent of the Internet and associated technologies, millions of data in the form of text and images are transferred every day across the network. It is essential to ensure the confidentiality and integrity of the data being transferred.
Security of data can be enhanced by using techniques like cryptography, and steganography on data to be transferred. The cryptographic technique which we have used in our project is Elliptic Curve Cryptography (ECC). Various study on ECC has concluded that the difficulty to solve an Elliptic Curve Discrete Logarithmic Problem is exponentially hard with respect to the key size used. This property makes ECC a very good choice for the encryption/decryption process compared to other cryptographic techniques which are linearly difﬁcult or sub exponentially difﬁcult.     
2) Working of the Project

This python-based project comprises only 1 module: User. The user would be required to register themselves to log into the system. After registering, they can log in using their credentials. Through the system, they can send files and view files with total security. They can also edit their profile if they want.
In this project, the front end involves Html, CSS and JavaScript and the back end involves Python. The database used is MySQL Database and Django is used for the framework. Algorithms used include Hill Cipher with ECC and DCT for images.
3) Advantages
· The system is easy to maintain.
· It is user-friendly.

· The main advantage of elliptic curve cryptography is that it offers higher security with a smaller key size in comparison with other existing schemes.

· It requires less computing power than other first-generation encryption public key algorithms.

4) System Description
The system comprises 1 major module with their sub-modules as follows:

· User Module:

· Registration:

· The user has to register first in order to log into the system.

· Login:

· After registering successfully, the user can log in using their credentials.

· Send Files:
· The user can send files that contain either images or texts.

· The user can also view the files in the system.
· Edit Profile:
· The user can edit their profile as well.

5) Project Life Cycle

The waterfall model is a classical model used in the system development life cycle to create a system with a linear and sequential approach. It is termed a waterfall because the model develops systematically from one phase to another in a downward fashion. The waterfall approach does not define the process to go back to the previous phase to handle changes in requirements. The waterfall approach is the earliest approach that was used for software development.
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6) System Requirements
I. Hardware Requirement

i. Laptop or PC
· Windows 7 or higher
· I3 processor system or higher
· 4 GB RAM or higher
· 100 GB ROM or higher
II. Software Requirement

ii. Laptop or PC
· Python

· Sublime Text Editor

· XAMP Server

7) Limitations/Disadvantages

· The ECC algorithm is more complex, which increases the likelihood of implementation errors.
· This in turn reduces the security of the algorithm.
8) Application –
· Elliptic curve cryptography (ECC) is a newer form of public key cryptography that provides more security per bit than other forms of cryptography still being used today.
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