Extended AES with Custom Configurable Encryption
Today world is moving fast towards virtualization and cloud, hence it becomes very important for the organizations to encrypt the critical data. This application provides this facility by enhancing the AES encryption. AES encryption is more secure and faster than DES algorithm. In this application more steps of encryption are added in order to make the data impossible to crack.
Working

Encryption
· Custom Replacement- In this step the user can select the alphabets with which it wants the alphabets of the plain text to be replaced with.
· Replace- In this step the alphabets of the original plain text is replaced by some other alphabet or character.
· AES- In this step the replaced alphabets are encrypted using AES encryption.
· Add Padding Bits- After the AES encryption, some padding bits are added either to the left or right of the encrypted data to get the final encrypted text. The padding bits will be added to the right or left will be decided by the user.
Decryption

· Remove Padding Bits- In this step the padding bits are removed from the cipher text.
· AES Decryption- After the padding bits are removed, the data is decrypted using AES.
· Custom replacement- Once the padding bits are removed, the alphabets are replaced by the corresponding alphabets stored in the database.

Block Diagram
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Software Requirements:
· Windows Xp, Windows 7(ultimate, enterprise) 

· Sql 2008

· Visual studio 2010
Hardware Components:
· Processor – i3

· Hard Disk – 5 GB

· Memory – 1GB RAM

Advantages
· This application makes it difficult to crack the cipher text as the key is only known to the sender and receiver of the message.

· The plain text is also encrypted using AES encryption which makes it more secure and encryption is done faster.

· The original plain text is first replaced with some random characters, the AES encryption is performed on replaced text. Padding bits are then added to this encrypted text. Thus the cipher text becomes impossible to crack.

Disadvantage
· The only disadvantage is that the cipher text can be decrypted successfully if the padding bits, key used for AES encryption and the replacement characters stored in the database is known.

Application
· This application is very beneficial for sending critical messages over the network as this custom algorithm includes replacement, AES encryption, and padding of extra bits which makes the messages more secure.
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