Graphical Password to Avoid Shoulder Surfing
· Since conventional password schemes are vulnerable to shoulder surfing, many shoulder surfing resistant graphical password schemes have been proposed. 

· However, as most users are more familiar with textual passwords than pure graphical passwords, text-based graphical password schemes have been proposed. 

· Unfortunately, none of existing text-based shoulder surfing resistant graphical password schemes is both secure and efficient enough. 

· In this project, we propose an improved text-based shoulder surfing resistant graphical password scheme by using colors.
In the proposed scheme, the user can easily and efficiently login system. Next, we analyze the security and usability of the proposed scheme, and show the resistance of the proposed scheme to shoulder surfing and accidental login. 
· The shoulder surfing attack in an attack that can be performed by the adversary to obtain the user’s password by watching over the user’s shoulder as he enters his password. 
· Since then, many graphical password schemes with different degrees of resistance to shoulder surfing have been proposed and each has its pros and cons.

· The alphabet used in the proposes scheme contains 16 characters, including 8 lower case alphabets from a to h & 8 numerical from 1-8.
Features:
· Registration Phase:

· The user has to set his textual password K of length L (4=L=8) characters, and choose one color as his pass-color from 8 colors assigned by the system. The remaining 7 colors not chosen by the user are his decoy-colors. 
· The user has to register an e-mail address for re-enabling his disabled account. The registration phase should proceed in an environment free of shoulder surfing. The system stores the user’s textual password in the user’s entry in the password table, which should be encrypted by the system.
· Login Phase:

· The user requests to login the system, and the system displays a circle composed of 8 equally sized sectors. The colors of the arcs of the 8 sectors are different, and each sector is identified by the color of its arc, e.g., the red sector is the sector of red arc. Initially, 16 characters are placed averagely and randomly among these sectors. All the displayed characters can be simultaneously rotated into either the adjacent sector clockwise by clicking the “clockwise” button once or the adjacent sector counter clockwise by clicking the “anti-clockwise” button once
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· Hardware Requirement:
· Core i3 Processor Based Computer or higher
· Memory: 1 GB RAM

· Hard Drive: 50 GB

· Monitor

· Internet Connection
· Software Requirement:
· Windows 7 or higher 

· Visual studio 2010.

· SQL Server 2008.

Advantages:

· Helps users to login into their account more securely.

· Stalker won’t be able to collect the password via shoulder surfing.

· Complex password technique with easy user interface.
Disadvantages:
· If user forgot password colour, then he/she need to try entering multiple combinations of password for every colour.

Application:

This system can be used by users who wants to have their account to be overall secured.
