Securing ATM details using image steganography
Now you can securely perform your ATM transactions with the help of this system as it provides 3 level of security. This system works as follows. Once the user enters the PIN, the user is prompted to enter the OTP (One Time Password) which is a 4-digit random password sent by the server to the user's registered mobile number. On cross verification with the data stored in the system database, the user is allowed to make a transaction. The underlying mechanism involves combining the concepts of Cryptography and Steganography. The PIN and OTP are encrypted using AES 256. Then the encrypted data is steganographed with the image selected by the user which acts as the BASE image. The Steganographed image is sent to the server, where it is de-steganographed and verified with the data available in the system database.
Modules
Register: User will have to register in order to get access to the system.

Login: User will have to provide his username and password in order to login to the system.

Product Listing: Here all the products can be viewed by the user along with its other details like short description, cost, and also image of the product.

Payment: In order to perform any transaction here the user needs too provide his bank information like his Account no, Card no, CVV no and PIN no to make the payment.

OTP(One Time Password)- Once the user enters password, the system sends OTP which will contain 4 letter password. Once the user enters this password, the system will allow to make the payment.

Encryption: The PIN and OTP are encrypted using AES 256.

Image steganography: Here the sensitive information of the user will not only be encrypted but also sent along with the image so that the intruder doesn’t come to know about the hidden message.

Advantages
· This system provides 2 level of security as it not only encrypts the message but also performs image steganography by sending the encrypted message along with the image.

· The system provides one more level of security as the user receives OTP once it enters the PIN which it needs to provide to the system for proceeding with the payment.

Application
· The system can be used for any online system which includes payment module which requires to the user to enter its sensitive card details online.
