Session Password Based Authentication System
A session password is a password uniquely generated for every session. The scheme allows the system to automatically generate a session password each time the user logs in. The session password is generated randomly based on the randomly generated grid. The grid is used as a medium for password generation. While registration the user must normally enter his username and password while registering into the system. Now the system stores this password and uses it to generate a unique session password while user logs in the next time. This session based authentication system uses the user password and compares alphabets contained alongside a 6*6 grid with letters a-z and numbers 0-9. The user needs to know the original password and the generation scheme to enter the exact password.
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Consider the following example for password generation Scheme:

Suppose user registers with password c3g9mx.

Now we break the string as |c3|  |g9|  |mx|

Next step would be to find the element in grid with row of c and column of 9. So that would be f

Similarly the session password for c3g9mx would be flr
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The next time user logs in the grid elements are reordered in a random order.

So a new session password is generated based on the grid arrangement.
Software Requirements:
· Windows Xp, Windows 7(ultimate, enterprise) 

· Sql 2008

· Visual studio 2010
Hardware Components:
· Processor – p4

· Hard Disk – 5 GB

· Memory – 1GB RAM
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