SQL Injection Prevention System
SQL injection attack is widely used by attackers to gain unauthorized access to systems. This software system is developed to prevent unauthorized access to system using SQL injection attacks. This is done by adding unique value and a signature based authentication technique to verify authenticity. SQL injection is a major security issue these days that allows an attacker to gain access of a web system or application exploiting certain vulnerabilities. This method exploits various web application parameters such as transmitting the traveling form data parameters with an efficient integration of amino acid codes aligned in it. In other words, this software project puts forth a method to analyze and detect the malicious code to find out and prevent the attack. It uses an alternative algorithm for signature based scanning method; this method is based on a different divide and conquers strategy that detects attacks based on various time/space parameters. This innovative system has proved successful in preventing various SQL injection attacks based on its efficient attack detection strategies.
What is SQL Injection?

SQL injection is a type of security exploit in which the attacker adds Structured Query Language (SQL) code to a Web form input box to gain access to resources or make changes to data. An SQL query is a request for some action to be performed on a database. Typically, on a Web form for user authentication, when a user enters their name and password into the text boxes provided for them, those values are inserted into a SELECT query. If the values entered are found as expected, the user is allowed access; if they aren't found, access is denied. 
However, most Web forms have no mechanisms in place to block input other than names and passwords. Unless such precautions are taken, an attacker can use the input boxes to send their own request to the database, which could allow them to download the entire database or interact with it in other illicit ways.
Features:
· Admin Login: Admin need to login by providing the login credentials to access the below given admin modules.
· Product Entry:
· Admin can enter details about new Magazine.
· View Order:
· Admin can view details about the order placed by the user.
· View Users Details:

· Admin can view all the registered user’s details.
· User Login/Registration: User can register on the system and get his online account on site.

· View Product:
· The Magazine are arranged and can be viewed in categories.
· Add to Cart:
· Users can add Magazine products to cart.
· Pay using Card:
· After total bill is calculated user can pay via credit card online.
· View Order:

· User can view details about the order placed.
· Email confirmation:

· On successful payment a thank you message is sent to user.
Software Requirements:

· Windows 7 or higher
· Microsoft SQL Server 2008
· Visual Studio 2010
Hardware Components:
· Processor –Core i3

· Hard Disk – 160 GB

· Memory – 1GB RAM

· Monitor

Advantages of the Proposed Project:
· Prevention of SQL Injection.
· Detects malicious code when anyone tries to input using SQL Injection.

· Signature based authentication technique to verify authenticity is used.

